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Annotation: This article explores the critical role of cybersecurity in

fostering a resilient and trustworthy digital economy. It analyzes the main cyber
threats that can undermine economic stability, including data breaches,
ransomware attacks, and the misuse of personal and corporate information. The
study highlights strategic measures for enhancing digital trust, such as
implementing robust data protection policies, adopting advanced authentication
systems, and fostering public-private cooperation in cybersecurity. Special
attention is paid to the integration of cybersecurity practices into national digital
transformation strategies. The findings can serve as a basis for creating
sustainable and secure digital infrastructures that support economic growth and
innovation.
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AHHoOTatsifg: B [aHHOM cTaTbe paccMaTpUBaeTCA KJ/w4YeBas poJib
KHbOep6e30MnacHOCTH B GOPMHUPOBAHUM YCTOMYMBOW M HaAZEXHOU LUMPPOBOHU
3KOHOMHUKH. AHAJIU3UPYIOTCSI OCHOBHbIE KHUOEPYTPO3bl, CIIOCOOHBIE NMOA0PBATH
3KOHOMHUYECKYI CTAOMJbHOCTb, BK/IIOYAsA YTE€YKU JAHHBIX, aTaKH MPOrpaMM-
BbIMOraTesJel U HelmpaBOMepHOEe MCIO0Jib30BaHUE JIMUHOW M KOpPIMOPaTHUBHOMU
nHbopmatsin. B wuccieoBaHUU BbIJENSIOTCS CTpaTerdyeckue Mepbl [0
YKpeIieHHI0 uppoBOTo /J0BepHs, TaKMe KaK BHeJIpeHHe HaJ[eKHbIX MOJUTHK
3alUThl JJAaHHBIX, UCM0Jb30BaHUE COBPEMEHHBIX CUCTEM ayTeHTUUKatsiu u
pasBUTHE rocy/JapCTBEHHO-4YaCTHOTO napTHepCTBa B chepe
kubepbeszonacHoctd. Ocoboe BHHMMaHUeE yJessieTcsl UHTerpatsiy mNpakTHK

KHOep3aluThl B HatsioHaJ/ibHble CTpaTerud LHUGPOBOU TpaHcPpopmatsiu.
[TosrydeHHbIE pe3yJIbTaThl MOTYT CAYKUTb OCHOBOM /I CO3/IaHUSL YCTOMYMBOU
17| 6e3omacHou u$poBoOU MHQPPACTPYKTYPBHI, o/ iep>KUBarLen
5KOHOMHUYECKHUU pOCT U UHHOBatsiu.

Kmo eBbl€e CJI0Ba: KMbep6e30macHOCTh, IMPPOBaAsA IKOHOMUKA, [iIuppoBoe
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JloBepue,§ 3aldTa [JaHHbIX, KHOEepyrpo3bl, yCTOWYMBOCTb, UHHOBatsIiy,
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6e3onacHasgd HWHQpACTpyKTypa, HatsioHa/bHasg  cTparerusi, LudpoBas
TpaHcpopMmatsis.

Digital economy is strengthening in prominence and relevance in the era of
increasingly connected world in the cyberspace. The boom in digital economy,
however, is coupled with cyber threats and cyber risks for nations in the form of
malware, escalating organized cybercrime, personal information and data
breach, and Advanced Persistent Threat (APT). As such, nations need to prepare
for the cyber threats from new frontiers namely Internet of Things (IOT), mobile
and cloud technologies.

As the relevance of digital economy increases, the need for secured
cyberspace increases. Cyber threats aspect is inescapable in digital progress. In
the growth of cyber dominance, cybersecurity is a need. For nations to leverage
and prosper in digital economy, national level strategy is developed to provide
the necessary foundation and infrastructure to secure the cyberspace.
Cybersecurity is a crucial element in national security. Nations need to balance
the needs of digital economies and to ensure the reliability and security of the
cyberspace. Protection against cyber threats had become top priority for nations
across the globe. In 2015, UK government had affirmed cyber threats as Tier One
risk in their 2015 National Security Strategy (NSS). The Department of Defense
in US had developed its first cyber strategy in 2011, and released the updated
Department of Defense Cyber Strategy in 2015. For national cybersecurity, it is
vital to focus on critical infrastructure protection, combating cybercrime
effectively and national defense capabilities.

When a person creates an online account, makes a purchase from a website
or downloads an app, it’s not just the exchange of data, goods or services taking
place. It’s a transaction in the ultimate currency: trust. Today, there is a real risk
that trust in the digital economy is eroding.

The idea of regulating cyberspace by international law is not something
remarkably novel. Since 1996, the efforts of formulating international law on
cyberspace have already been continuously proposed (and refuted) by law
experts, business actors, and states. There are three dominant ideas on how
cyberspace should be regulated by international law: Liberal Institutionalists,
Cyber libertarian, and Statists. Liberal institutionalists like Wu (1997) call for
the importance of the international institution and rule-based multilateralism in
managing cyberspace. While cyber libertarians like John Barlow (1996) are
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(2010), believe that it is states’ responsibility to formulate national and
international law to govern cyberspace. These three mainstream ideas echo into
the development of international law on cyberspace. Binding and well-
functioning international law on cyberspace is still absent due to these ongoing
contentious debates. These debates rest on to three major challenges on
formulating international law on cyberspace are related to the core of principles
and characteristics of international public law: jurisdiction, arbitration, and legal
Instruments & jurisprudences.

The current regulatory environment for data protection is highly
fragmented:

v" Outdated or incompatible legal frameworks;

v New pieces of legislation introduced may be incompatible;

v Enforcement of privacy and security obligations is often inadequate;

v'Many developing countries still lack data protection and privacy
legislation altogether;

v" The lack of clarity creates uncertainty for consumers and businesses, and
limits the scope for cross-border exchange and growth.

But today, the Internet is facing many challenges. Malicious cybercriminals
threaten the security of the digital economy, which becomes more fragile with
each attack. The Internet, which was once a tool for information sharing and
communication, has grown increasingly complex, and new, digital innovations
are outpacing the ability to keep it secure. Trust in our digital economy now
hangs in the balance, putting significant value at risk.

For CEOs, the task is clear: Build a trustworthy digital economy that
safeguards our future prosperity.

CEOs must demonstrate decisive and, at times, unconventional leadership if
they're going to restore security to the digital economy. For guidance, they
should look to the oil and gas industry. In doing so, they might soon begin to see
how reinventing the Internet for trust will require both above-ground and below-
ground solutions.

Executives in the oil and gas industry often focus on figuring out how to
best get production out of the ground an issue that comes down to engineering
below ground. However, they also have to keep an eye on issues that occur
above ground, ranging from strategy to politics to macroeconomics. CEOs need
to demonstrate the ability to handle the technical expertise of digging down to
solve a problem while also addressing concerns around pricing, siipply and
demand §nd other factors that fall into the category of business and}operating
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models. When it comes to securing the digital economy, the oil and gas industry
acts as a powerful analogy for CEOs. Updating the Internet’s below-
ground infrastructure to keep pace with today’s innovations is obviously
important, but many of the issues and opportunities for CEOs are occurring
above ground. Security-first solutions, execution of cybersecurity strategies,
digitally fueled operating models all of these are issues that corporate leaders
can own.

Here are 3 obvious and effective steps that CEOs are supposed to consider:

Above the ground steps:

1. Take the lead on the issue of Internet governance and stewardship:

When leaders realize that prioritizing a trustworthy digital economy is a
win-win situation, businesses, consumers and governments all benefit. Chief
executives should band together to create a code of ethical conduct for each
industry and principle-based standards for Internet security.

2. Embed security into your business architecture:

When security is a foundational requirement through the company’s value
chain from suppliers to customers your business partner won’t become your
greatest vulnerability. With this approach, security is not an “add-on” feature for
products and services. That’s why CEOs should articulate a vision of “security-
by-design” from the earliest stages of development.

Below the ground:

3. Address the vulnerabilities of Internet technology:

To some, the technical deficiencies of Internet infrastructure are the
“elephant in the room.” But with the guidance that our research provides,
business leaders can exert their influence to address these issues. Then the tech
community can truly commit to strengthening not just security on devices, but
also for networks and the Internet’s basic protocols.

The benefits of a secure, trustworthy Internet economy are clear.

CEOs have an opportunity to drive meaningful change today and develop a
foundation of trust for tomorrow’s digital economy. Unfortunately, just one
attack is all it takes to damage an organization.

The actions of CEOs driving above ground and influencing below ground
matter. By joining forces with other CEOs, public sector leaders and regulators,
they can develop much-needed guidelines and oversight mechanisms. By
protecting their own organization and extending protection through its value
chain, they will safeguard the business ecosystem. By embracing and developing
technologies that can advance their businesses and enhance digital : fety, CEO
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engagement can drive a trust turnaround for the Internet and secure the future
of the digital economy.
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